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Privacy Policy
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This Privacy Notice for Storybound LLC ("we," "us," or "our"), describes how and why we
might access, collect, store, use, and/or share ("process") your personal information when

you use our services ("Services").

Including when you:

® Visit our website at https://storybound.kids or any website of ours that links to this Privacy Notice

I Use Storybound. Storybound is an online creative platform that helps children and families write,
illustrate, and share their own stories. The service provides interactive tools and Al-assisted features
that guide users through the process of creating picture books while ensuring that the child remains the
author. Storybound accounts are managed by parents or guardians, with optional kid-friendly access
for supervised use.

® Engage with us in other related ways, including any sales, marketing, or events

QUESTIONS OR CONCERNS?

Reading this Privacy Notice will help you understand your privacy rights and choices. We are
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Do we process any sensitive personal information?
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Some of the information may be considered "special" or "sensitive" in certain jurisdictions, for
example your racial or ethnic origins, sexual orientation, and religious beliefs. We may process
sensitive personal information when necessary with your consent or as otherwise permitted by
applicable law.

Learn more about sensitive information we process.

Do we collect any information from third parties?

We do not collect any information from third parties.

How do we process your information?

We process your information to provide, improve, and administer our Services, communicate with
you, for security and fraud prevention, and to comply with law. We may also process your
information for other purposes with your consent. We process your information only when we have a
valid legal reason to do so.

Learn more about how we process your information.

In what situations and with which types of parties do we share personal information?
We may share information in specific situations and with specific categories of third parties.

Learn more about when and with whom we share your personal information.

How do we keep your information safe?

We have adequate organizational and technical processes and procedures in place to protect your
personal information. However, no electronic transmission over the internet or information storage
technology can be guaranteed to be 100% secure, so we cannot promise or guarantee that hackers,
cybercriminals, or other unauthorized third parties will not be able to defeat our security and
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Want to learn more about what we do with any information we collect? Review the Privacy Notice in full.
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1. What Information Do We Collect?
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e contact preferences

e contact or authentication data

Sensitive Information. When necessary, with your consent or as otherwise permitted by applicable law,
we process the following categories of sensitive information:

e student data

Payment Data. We may collect data necessary to process your payment if you choose to make
purchases, such as your payment instrument number, and the security code associated with your
payment instrument. All payment data is handled and stored by Stripe. You may find their privacy notice
link(s) here: https://stripe.com/privacy.

Social Media Login Data. We may provide you with the option to register with us using your existing
social media account details, like your Facebook, X, or other social media account. If you choose to
register in this way, we will collect certain profile information about you from the social media provider, as
described in the section called "HOW DO WE HANDLE YOUR SOCIAL LOGINS?" below.

All personal information that you provide to us must be true, complete, and accurate, and you must notify
us of any changes to such personal information.

Information automatically collected

* In short: Some information — such as your Internet Protocol (IP) address and/or browser and device
characteristics — is collected automatically when you visit our Services.

We automatically collect certain information when you visit, use, or navigate the Services. This
information does not reveal your specific identity (like your name or contact information) but may include
device and usage information, such as your IP address, browser and device characteristics, operating
system, language preferences, referring URLs, device name, country, location, information about how
and when you use our Services, and other technical information. This information is primarily needed to
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We collect device data such as information about your computer, phone, tablet, or other device you use
to access the Services. Depending on the device used, this device data may include information such as
your IP address (or proxy server), device and application identification numbers, location, browser type,
hardware model, Internet service provider and/or mobile carrier, operating system, and system
configuration information.

Location Data

We collect location data such as information about your device's location, which can be either precise or
imprecise. How much information we collect depends on the type and settings of the device you use to
access the Services. For example, we may use GPS and other technologies to collect geolocation data
that tells us your current location (based on your IP address). You can opt out of allowing us to collect this
information either by refusing access to the information or by disabling your Location setting on your
device. However, if you choose to opt out, you may not be able to use certain aspects of the Services.

Google API

Our use of information received from Google APIs will adhere to Google API Services User Data Policy,
including the Limited Use requirements.

2. How Do We Process Your Information?

' In short: We process your information to provide, improve, and administer our Services,
communicate with you, for security and fraud prevention, and to comply with law. We may also
process your information for other purposes with your consent.
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e Order Fulfillment. To fulfill and manage your orders. We may process your information to fulfill and
manage your orders, payments, returns, and exchanges made through the Services.

e User Interaction. To enable user-to-user communications. We may process your information if you
choose to use any of our offerings that allow for communication with another user.

e Feedback. To request feedback. We may process your information when necessary to request
feedback and to contact you about your use of our Services.

e Marketing. To send you marketing and promotional communications. We may process the personal
information you send to us for our marketing purposes, if this is in accordance with your marketing
preferences.

e Security. To protect our Services. We may process your information as part of our efforts to keep our
Services safe and secure, including fraud monitoring and prevention.

¢ Improvements. To evaluate and improve our Services, products, marketing, and your experience. We
may process your information when we believe it is necessary to identify usage trends, determine the
effectiveness of our promotional campaigns, and to evaluate and improve our Services.

e Legal Compliance. To comply with our legal obligations. We may process your information to comply
with our legal obligations, respond to legal requests, and exercise, establish, or defend our legal rights.

3. When And With Whom Do We Share Your Personal
Information?
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e Data Analytics Services

e Data Storage Service Providers

e Finance & Accounting Tools

e Order Fulfillment Service Providers

e Payment Processors

e Performance Monitoring Tools

e Sales & Marketing Tools

e Testing Tools

e User Account Registration & Authentication Services

e Website Hosting Service Providers
We also may need to share your personal information in the following situations:

e Business Transfers. We may share or transfer your information in connection with, or during
negotiations of, any merger, sale of company assets, financing, or acquisition of all or a portion of our
business to another company.

o Affiliates. We may share your information with our affiliates, in which case we will require those
affiliates to honor this Privacy Notice. Affiliates include our parent company and any subsidiaries, joint
venture partners, or other companies that we control or that are under common control with us.

e Business Partners. We may share your information with our business partners to offer you certain
products, services, or promotions.

e Other Users. When you share personal information (for example, by posting comments, contributions,
or other content to the Services) or otherwise interact with public areas of the Services, such personal
information may be viewed by all users and may be publicly made available outside the Services in
perpetuity.
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To the extent these online tracking technologies are deemed to be a "sale"/"sharing" (which includes
targeted advertising, as defined under the applicable laws) under applicable US state laws, you can opt
out of these online tracking technologies by submitting a request as described below under section "DO
UNITED STATES RESIDENTS HAVE SPECIFIC PRIVACY RIGHTS?"

Specific information about how we use such technologies and how you can refuse certain cookies is set
out in our Cookie Notice: https://storybound.kids/policy/cookie.

Google Analytics

We may share your information with Google Analytics to track and analyze the use of the Services. To opt
out of being tracked by Google Analytics across the Services, visit
https://tools.google.com/dlpage/gaoptout.

For more information on the privacy practices of Google, please visit the Google Privacy & Terms page.

5. Do We Offer Artificial Intelligence-Based Products?

* In short: We offer products, features, or tools powered by artificial intelligence, machine learning, or
similar technologies.

As part of our Services, we offer products, features, or tools powered by artificial intelligence, machine
learning, or similar technologies (collectively, "Al Products"). These tools are designed to enhance your
experience and provide you with innovative solutions. The terms in this Privacy Notice govern your use of
the Al Products within our Services.
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e Login to your account settings and update your user account

6. How Do We Handle Your Social Logins?

* In short: If you choose to register or log in to our Services using a social media account, we may
have access to certain information about you.

Our Services offer you the ability to register and log in using your third-party social media account details
(like your Facebook or X logins). Where you choose to do this, we will receive certain profile information
about you from your social media provider. The profile information we receive may vary depending on the
social media provider concerned, but will often include your name, email address, friends list, and profile
picture, as well as other information you choose to make public on such a social media platform.

We recommend that you review their privacy notice to understand how they collect, use, and share your
personal information, and how you can set your privacy preferences on their sites and apps.

7.How Long Do We Keep Your Information?

* In short: We keep your information for as long as necessary to fulfill the purposes outlined in this
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8. How Do We Keep Your Information Safe?

* In short: We aim to protect your personal information through a system of organizational and
technical security measures.

We have implemented appropriate and reasonable technical and organizational security measures
designed to protect the security of any personal information we process. However, despite our
safeguards and efforts to secure your information, no electronic transmission over the Internet or
information storage technology can be guaranteed to be 100% secure, so we cannot promise or
guarantee that hackers, cybercriminals, or other unauthorized third parties will not be able to defeat our
security and improperly collect, access, steal, or modify your information. Although we will do our best to
protect your personal information, transmission of personal information to and from our Services is at
your own risk. You should only access the Services within a secure environment.

9. What Are Your Privacy Rights?

* In short: You may review, change, or terminate your account at any time, depending on your
country, province, or state of residence.

Withdrawing your consent

If we are relying on your consent to process your personal information, you have the right to withdraw
your consent at any time. You can withdraw your consent at any time by contacting us.
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10. Controls For Do-Not-Track Features

Most web browsers and some mobile operating systems and mobile applications include a Do-Not-Track
("DNT") feature or setting you can activate to signal your privacy preference not to have data about your
online browsing activities monitored and collected. At this stage, no uniform technology standard for
recognizing and implementing DNT signals has been finalized.

California law requires us to let you know how we respond to web browser DNT signals. Because there
currently is not an industry or legal standard for recognizing or honoring DNT signals, we do not respond
to them at this time.

1. Do United States Residents Have Specific Privacy
Rights?

' In short: If you are a resident of California, Colorado, Connecticut, Delaware, Florida, Indiana, lowa,
Kentucky, Maryland, Minnesota, Montana, Nebraska, New Hampshire, New Jersey, Oregon, Rhode
Island, Tennesseeg, Texas, Utah, or Virginia, you may have certain rights.

Categories of Personal Information We Collect

CATEGORY EXAMPLES COLLECTED
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CATEGORY EXAMPLES

G. Geolocation data Device location

H. Audio, electronic, visual info Images, audio/video recordings

I. Professional/employment info Business contact details, job title, work
history

J. Education Information Student records

K. Inferences Profiles reflecting preferences and

characteristics

L. Sensitive personal Information Account login information

Your Rights
You have rights under certain US state data protection laws. These rights include:

e Right to know whether or not we are processing your personal data
e Right to access your personal data

e Right to correct inaccuracies in your personal data

¢ Right to request the deletion of your personal data

¢ Right to obtain a copy of your personal data

¢ Right to non-discrimination for exercising your rights

e Right to opt out of targeted advertising/profiling

California "Shine The Light" Law
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Notice, we may notify you either by prominently posting a notice of such changes or by directly sending

you a notification.

13. How Can You Contact Us About This Notice?

If you have questions or comments about this notice, you may email us at support@storybound.kids or
contact us by post at:

Storybound LLC

30 N Gould St

Ste N

Sheridan, WY 82801
United States

14. How Can You Review, Update, Or Delete The Data
We Collect From You?

Based on the applicable laws of your country or state of residence in the US, you may have the right to
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